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Abstract

A number of hash-based algorithms for audio and video identification have been studied in recent
literature, and some have been deployed as mobile phone applications and on file sharing sites. A
fundamental question is what is the relationship between database size, hash length, and robustness,
that any reliable content identification system should satisfy. Also what performance loss results
from using hashes, if any. This paper presents some answers under a statistical model for the
signals of interest. Based on this theory, a fairly general architecture for hash function design is
proposed.
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